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ABSTRACT
The purposes of the study were to examine the relationship between organizational citizenship behaviors and information
security behaviors. We distributed 120 questionnaires to Meteorological Organization of Iran. The study used SEM and
analyzes them using LISREL software package. there are eight secondary hypotheses and one main hypothesis about
organizational citizenship behaviors and information security behavior. The results of the research were that information
security behaviors can be influenced positively by organizational citizenship behavior.
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1. INTRODUCTION
Organizational citizenship behavior (OCB) has been the
focus of attention from organizational behavior
researchers [20,22] show that OCB has an important
efficacy on people and organizations and work places.
Citizenship behaviors are behaviors which are helpful to
the company, yet they are not behaviors considered part of
the core elements of the job. Citizenship behaviors are
often performed by employees to support the interests of
the organization even though they may not directly lead to
individual benefits [19]. Organ (1986) shows that behavior
is not a requirement of formal job description.
As securing information becomes increasingly more
important to the field of organization and management,
many companies are seeking more secure methods to
protect their organization’s personal, private, and financial
information. This reaserch for better Organizational
citizenship behavior has resulted in organizational
concerns over which security methods work best.
Traditionally, hardware and software techniques have been
posited for information safety. Recently, an emphasis on
humanist methods has come to the forefront [12].
We recognized that, there are some items of OCB, which
influence on information security behaviors of individuals
in organizations. So we test a pilot organization for
understanding these behaviors. This article has a major
purpose: to determine the existence of a direct link
between OCB and Information security behavior.

2. LITERATURE REVIEW
We define behaviour of organizational citizenship as
behaviour outside the field of traditional task statements
and formal organizational reward systems that in general,

promote the efficient and effective function of the
organization[13,33]. The following OCB subscales were
defined by Smith, Organ and Near (1983) : altruism (e.g.,
helps others who have been absent; volunteers for things
that are not required; orients new people even though it is
not required; helps others who have heavy workloads) and
compliance (e.g., punctuality; attendance at work is above
the norm; gives advance notice if unable to come to work;
does not take extra breaks; does not spend time in idle
conversations). OCB was refined by Organ (1988) as the
components like: altruism, courtesy, conscientiousness,
civic virtue, and sportsmanship. Podsakoff et al. (1990)
developed an OCB instrument using Organ’s subscales
which defined altruism as discretionary behaviours that
have the effect of helping a specific other person with an
organizationally relevant task or problem and
conscientiousness as discretionary behaviours that go well
beyond the minimum organizational requirements in the
such fields of attendance, obeying rules, and taking breaks.
LePine, Erez and Johnson (2002) said that such
differences among dimensions are unjustified because they
instead reflect a global OCB construct. A new meta
analysis of OCB literature found that Organ’s (1988) first
two subscales (altruism and courtesy) described a single
construct; OCB towards individuals (OCB-I) and the last
three subscales (conscientiousness, civic virtue, and
sportsmanship) described a second construct; OCB
towards organizations (OCB-O) [13]. Nevertheless, the
Hoffman et al. findings also suggested that current
perationalizations of OCB are best viewed as indicators of
a general OCB factor Williams and Anderson (1991) first
proposed the distinction between the target of the
behaviour. A connection between different antecedents
(i.e. personal or contextual) and different levels of targets
in the organization is permitted by this distinction between
types of OCB (i.e. individual/organization as a whole)
[26]. Many researchers concur with the Williams and
Anderson distinction [3,826] although there is significant
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disagreement about the number of significant subscale
constructs of OCB-I and OCB-O (see Table 1).

3.
4.

Table1. Summary of Selected OCB Models [12]
5.
Smith,
Organ &
Near
(1983)

Organ (1988)

Wiliams
Anderson
(1991)

OCBI

Altruism

Altruism
Courtesy

OCB-I
(7 items)

OCBO

Compliance

Conscientiousness
Civic virtue
Sportsmanship

OCB-O
(6 items)

Barbuto
et
al.
(2001)

LePine et
al.
(2002)
Hoffman
et
al. (2007)

OCB-I
(3
items)
OCB-O
(3
items)

OCB
(single
construct)

6.
7.
8.

There is a positive relationship between
Conscientiousness and OCB
There is a positive relationship between Civil
Virtue and OCB
There is a positive relationship between
Sportmanship and OCB
There is a positive relationship between
Organizational Obient and OCB
There is a positive relationship between
Organizational Loyalty and OCB
There is a positive relationship between
Organizational Participative and OCB

Table2: Summary of Selected ISB reaserch [12]

In
information
intensive
organizations
secured
management of information has become an important
issue. Organizations have been actively using security
technologies. Extant research in information security has
been focused on the use technology [9].
There are some empirical studies that evaluate
organizational security practices and their effectiveness
(see table2). However, the respondents are typically IT
administrators or top-level managers [7,17,28], and there
have been hardly any representation from the end-user
community. A recent empirical study [23] evaluating
perceptions regarding access controls reports that
employees perceive increase security conformity as
greater job interference. Most participants of an ICIS 1993
conference panel reported that organizational information
security policies are necessary, however, they perceived
them to be ineffective [15]. In an empirical study, Frank et
al. (1991) found that user knowledge and informal
department norms were related with the security-related
behavior while the existence of formal policies regarding
PC security was not associated with security related
behavior. Knapp et al. (2006) security manager opinion
study indicates that employee perceptions about security
policies are still unclear and varied. In influencing the
employee behavior we can draw upon some theory such
as: agency theory, Protection Motivation, Social Influence,
Facilitating Conditions, Organizational Commitment,
Deterrence theory, TRA, TPB, TAM intrinsic motivation,
Organizational behavior, Organizational climate, Game
theory which has been widely studied in organizational
context. studding in the organization that is our case study,
there are One main hypothesis (1) the organizational
citizenship behaviors, organizational commitments has a
positive relationship with ISB.
And 8 secondary hypotheses:
1.
2.

There is a positive relationship between Altruism
and OCB
There is a positive relationship between Respect,
and OCB
93
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OCB represents organizational citizenship behavior and IS

3. MATERIALS AND METHODS



In our study we defined 8 items for OCB in our case study
in
Meteorological
Organizational:
Altruism,
Conscientiousness,Civil
virtue,
Sportsmanship,
Organizational Obient, Respect, Organizational Loyalty,
Organizational Participative.
The aims of this study are therefore threefold: (1) we want
to explore the items of organizational citizenship
behaviors in this study; (2) we want to ensure the meaning
and character of the organizational citizenship behaviors in
this study; (3) want to explore the items of the information
security behaviors in this study (4) we want to ensure the
meaning and character of the information security (5) we
want to examine that the organizational citizenship
behaviors influence the information security behaviors
positive. The primary research questions to be addressed
in this study are as follows: (1) Is there any positive
relationship between OCB and ISB? (2) Witch items of
OCB have the most influence on ISB?
The data used for this study was collected from an
Meteorological Organization in Iran. A survey
questionnaire was distributed to employees. A total of 120
surveys were collected, and we don’t have any missing
data for this study. The participants answered a total of 66
questions on a 7 point Likert-scale, ranging from
1(strongly disagree), to 7(strongly agree. The survey
questionnaire was designed to collect information
concerning two areas of management constructs: OCB and
ISB. We have used the following equation to calculate the
sample size,

N Z 2
n

2

IS   11OCB  1

(2)

In this relation we have IS for Information Security and
OCB for Organizational Citizenship Behavior.

4. RESULT AND DISCUSSION
The first step in our survey is to examine the values of tstudents and fig1 shows details of our survey.

Fig.1, T-student results

The results show that all of t-students are highly valid (t
>1.96), which indicates they are meaningful (fig.1).

 x2

 2 ( N  1)  ( Z 2  x2 )

ij
represents information security behavior.let
be
structural coefficients of external variable to internal
variable. Therefore, we have the following relationship,

(1)

2

n= the size of the sample
N=the size of the population =300
α = the level of error =0.05
= the amount of statistic normal distribution =1.96

 x2 = the population variance 2x σ =9.33
€ = the level of confidence=1.3
Cronbach Alpha (1951) was calculated as 0.85, which well
above the minimum acceptable limit, 0.70, and we can
conclude the results are highly valid. the structural
equations were used to study the relationship among
different component with factor analysis. The analysis was
performed using LISREL software package and SPSS and
they are discussed. We used LISREL to precede the factor
analysis and reliability and precede CFA of SEM. Let

Fig.2, The results of estimated coefficients
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Based on the results represented in Fig.2, we have
extracted two relationships as follows,

This values shows the highly valid and the model has very
good reliability.

IS  0.88OCB

For testing the identification problem of the model, it is
necessary that the number of independent variables less
than the items of Manifest variables of covariance matrix
(Long, 1983). As the following we have,

(3)

We can show that according two items, t- student and
Factor Loading in the output of the software shows us the
model has a good validity. ( table 3)

Table 3: Validity of modelin with stimate tstudent and Factor Loading
Indices
SPMN
CLVT
RESP
ALRS
OROB
ORLT
ORPC
PPSB
SBCL
RE
AT
CP
SP
PBC
OC
SC
SN
DN

T- student
6.084
5.433
5.860
6.898
5.903
6.607
6.351
3.802
4.043
3.982
4.293
4.248
3.100
3.265
3.776
4.054
3.996
3.432

s
2
s  (9  q)( p  q  1)

t

P= Number of x Manifest variables
Q= Number of y Manifest variables

Factor Loading
0.159
0.200
0.171
0.187
0.181
0.221
0.208
0.297
0.330
0.337
0.292
0.318
0.280
0.265
0.298
0.367
0.286
0.190

(5)
(6)
(7)
(8)

Therefore we have s= 420 and we know that t= 40 (in the
model) then we have:
t

s

 40  420 / 2  40  210

(9)

2

Therefore we can result that the model is Identification.
Table 5 shows some indices for the Fitting of the model.

Table 5: Fitting indicates of the model
Indices of Fit

Calculated value

validity

RFI

0.931

CFI

0.901

Table 4 shows the Measurement part of the Model and we
estimate the Combined Reliability of the model with
following formula,
2
2
p     /[      ]
c
p
c = Combined Reliability
 = realationship between indices
 = Error Variance

IFI

0.902

NNFI

0.98

NFI

0.920

AGFI

0.923

GFI

0.91

Table 4: Combined Reliability of variables

RMSEA

0.00

RMR

0.0.8
2.01

More than 0.9 is
excellent
More than 0.9 is
excellent
More than 0.9 is
excellent
More than 0.9 is
excellent
More than 0.9 is
excellent
More than 0.9 is
excellent
More than 0.9 is
excellent
between
0.05
and 0.08
less than 0.05
Between 2 and 5

No
1
2

Latent variables
Organizational Citizenship Behavior
Information Security Behavior

) p (
c
0.778
0.804

The root mean square error of approximation (RMSEA) is
calculated as 0.07, which is relatively a good value for our
results. In addition, the goodness of fit index (GFI) and
adjusted GFI (AGFI) are0.91 and 0.923, respectively. This
means that our estimations are suitable and very good. We
have also considered Normed fit index (NFI), Non95
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Normed fit index (NNFI), comparative fit index (CFI),
incremental fit index (IFI) and relative fit index (RFI) as
0.926, 0.98,0.901, 0.902 and 0.931, respectively. These
observations clearly validate our results since they are well
above 0.9 and it shows that our model has a good fit.

associated with this survey and the results indicated that
OCB had strong positive relationship on ISB, accordingly.

Table 6: Hypotheses

[1] Albrechtsen, E.(2007). A qualitative study of users'
view on information security, Computers & Security.
26, 4.

Hypotheses

1
2
3
4
5
6
7
8

Coefficient

p-value

t-student

0.391
0.602
0.607
0.669
0.563
0.595
0.459
0.512

0.030
0.039
0.039
0.059
0.031
0.043
0.049
0.048

6.342
7.138
7.150
7.284
7.036
7.120
6.679
6.881

0.609
0.398
0.393
0.331
0.437
0.405
0.541
0.488

Result
confirm
confirm
confirm
confirm
confirm
confirm
confirm
confirm
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